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Abstract
The use of intelligent agents for information discovery in networks and distributed systems is becoming more prevalent, but a class of information discovery problems still poses difficulties not easily overcome by conventional methods of employing agents. This class is characterized by such features as high volumes of rapidly changing data and low communication bandwidth among network nodes.
To solve such problems, we have developed the concept of an intelligent agent that travels to nodes in the network in search of the data it requires and carries instructions to task agents residing on local nodes, which are experts on the data stored at the node.
Problem Description
Our area of interest is information discovery in networks where multiple types of data are received and processed at physically separate sites with limited opportunity for sharing information among the sites due to bandwidth, security, or memory Network users have tasks to perform that generally require more than one type of data. Each data type may require a unique processing, and each task requires some degree of unique processing to be completed.
An example of this type of processing is that which is required in military intelligence analysis. For this paper, we discuss a specific type of tactical military intelligence analysis applicationidentification of critical targets. Tactical military intelligence is typically collected and analyzed over a set of sites (Figure 1 ), each receiving and processing different sorts of information, such as Electronics Intelligence (ELINT), Communications Intelligence (COMINT), and reconnaissance report data. Analysts must identify, track, and report on different sorts of events or entities based on the received information. One important class of entities is the Critical Target List, a list of elements of the opposing force, such as combat units held in reserve or tactical ballistic missiles, which are anticipated to play a critical role in the current operation. Information exchange among sites is limited by bandwidth and other factors. The information available to analysts at their site, may be incomplete, out of date, or too limited to permit adequate completion of their tasks.
Approach
Our approach is depicted in the architecture diagram of Figure 2 . The nature of the problem suggests the use of multiple agents -some dedicated to specific tasks that satisfy user re quests, others dedicated to processing specific types of data to convert it into results useful as inputs to a variety of tasks. The paradigm of information-specific and task-specific agents in a multi-agent environment is defined in Sycara and Zeng [1] . We propose two extensions to this paradigm:
¥ Task-specific agents will have the ability to migrate from node to node in the network searching for information pertinent to the agent's task. Information-specific agents will be resident at each node, processing whatever data may be acquired by that node. 
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Figure 1. On the modem battlefield, multiple sources of data such as the Common Ground Station (CGS), Ground-Based Common Sensor (GBCS), QUICKFIX, Trojan Spirit, and many others are collected and processed at a variety of sites associated with echelons from brigade through corps.
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Data-Specific Agents Mobile Task-Specific Agent ¥ Task-specific agents will be able to carry with them queries or instructions to data-specific agents. The task-specific agents contain domain knowledge, which allows them to decompose the abstract task specification provided by the analyst into the specific instructions required by the data-specific agents. Specific instructions can also be provided by the analyst in cases when the stored domain knowledge is insufficient or inapplicable.
There has been recent work in the area of mobile agents such as that centered on the Telescript language for specifying personal information discovery agents [2] . We are unaware of any prior work combining the concept of a mobile agent and instructions to resident information-specific agents.
Application
To illustrate our approach, we describe a hypothetical application of such a system of agents to an instance of critical target identification during a military operation: an analyst at the Division AH-Source Analysis System (ASAS), Figure 1 , is tasked to locate and identify an enemy Tank Regiment suspected to be in reserve in the vicinity of the objective of an attack planned by the division for the following day. Based on current intelligence information, the Tank Regiment is believed to be augmented with three batteries of SA-8 Gecko SAMs.
A generic agent type exists to locate information about suspected enemy units. The analyst creates an instance of this agent to locate information possibly pertaining to the enemy Tank Regiment, providing the following information: ¥ The unit is a Tank Regiment ¥ The unit contains three batteries of SA-8 SAMs ¥ The unit is near the objective of the planned attack Given this information, the agent begins its search of the information available at all intelligencegathering sites in the network.
At each site, data-specific agents process and assimilate incoming data and provide the capability for content-based or approximate querying of the received intelligence data. As the task specific agent visits each site, it issues queries to the data-specific agents at that site. The queries are tailored to the type of information processed by each agent and are based on the instructions given to the task agent as well as its own knowledge-based interpretation of those instructions.
At the first site, a data-specific agent is processing ELINT data. Based on the query and its domain knowledge, the task agent determines that the enemy tank regiment would be characterized by evidence of LONGTRACK, THIN SKIN, or LAND ROLL radars. It issues a query to the data-specific agent for evidence of one of these radars at the planned objective, with the option to relax the query to accept reports up to 10 kilometers away. It is unable to find any reports matching the conditions, so the task agent instructs it to repeat the query at 5 minute intervals and then adjusts its plan to return to this site to retrieve any further results.
At the second site, a data-specific agent is processing COMINT data. The task agent uses its domain knowledge to determine that a Tank Regiment would be characterized by numerous intercepts from R-104M and R-104/105 communication systems. It issues a query to the dataspecific agent to attempt to find 30 such intercepts over a half-hour period at the location of the planned objective, with the option to relax the criteria to 20 intercepts in 40 minutes, and up to 10 kilometers in each direction. The data-specific agent embodies domain knowledge that enables it to identify reports from specific communication systems. It is able to find 26 such reports over a 33-minute period within 7 kilometers of the planned objective, and reports this to the task agent. The task agent stores this as possible evidence of the Tank Regiment and proceeds to the next site.
At the third site, a data-specific agent is processing reconnaissance reports. The task agent instructs the data-specific agent to find reports of a Tank Regiment, augmented with the SA-8 batteries, at the planned objective, with the option to relax the query to find at least four photographs containing elements of either a Tank Regiment or SA-8 battery down to company size within 10 kilometers of the location of the objective. The data-specific agent looks for photos of a Tank Regiment and fails to find any. It is able to find pictures corresponding to a Tank Battalion, a Tank Company, an SA-8 battery, and an artillery battery, respectively, within 10 kilometers of the objective. The task agent combines this information with the COMINT reports from the previous site as likely evidence of the Tank Regiment. It then returns to the first site.
At the first site, the continuing search of incoming data has indicated the presence of LONGTRACK and LAND ROLL radars within 10 kilometers of the objective. The task agent accepts this information and combines it with the COMINT and photo analysis data to constitute firm evidence of the presence of the Tank Regiment within 10 kilometers of the planned objective. It returns to the Division ASAS and presents its conclusions and the supporting information to the analyst, who evaluates it and attempts to find a precise location for the Tank Regiment.
Conclusions and Future Directions
Our approach provides several important advantages in handling the problems that we have described:
• The use of task-specific and information-specific agents as described in Sycara and Zeng [1] provides an important division of labor. Processing functions determined by the nature of the data are performed by agents with knowledge specific to the data, and task-dependent processing can be performed by agents with knowledge of the task. This allows concurrent processing as well as flexible and shared use of information resources.
• Sending the task-specific agent to the data avoids the problem of overloading the network with large data volumes. The task agent must actively search the network for information. Even with the data reduction likely to result from the use of information agents, we expect the strategy of a mobile agent to be superior to a static agent which issues queries to remote sites. The large number of queries required would likely result in greater volumes of network traffic. This is especially so since partitioning into information and task-specific agents allows the migrating agents to be small while retaining a high level of expertise in the overall system of multiple agents.
• Finally, by providing the migrating agent the ability to carry with it instructions to information-specific agents, we increase the average efficiency of the task execution. We expect that in normal operation, information agents will process data as it becomes available. However, the data volume will increase at times (often the most important times) to levels where the local information agent for a given source cannot keep up with producing all interpretations of all available data. In such circumstances, the migrating agent can present a specific query to the resident information agent for immediate processing, allowing the data agent to temporarily ignore data irrelevant to the query.
To test our approach, we are beginning to implement a prototype version of our proposed architecture for application to the problem of critical target identification.
For purposes of our prototype development, we have implemented a mechanism for migrating programs from node to node in a network. The mechanism allows the migrating program to determine its own path and to decide when to return to the originating node.
We also have in place an initial version of an "information-specific agent" for emitter identification. This prototype is implemented in COBASE [31, a tool that allows approximate queries of database information based on type abstraction of information in the database and flexible relaxation of queries. The prototype uses parameter abstraction, query relaxation, multi-parameter weighting, and other techniques to identify emitters based on signal intercepts. This work could easily be extended to the other data-specific analysis domains, such as communications intercept analysis and reconnaissance report analysis.
Determining the level of network traffic at which the migrating agent becomes preferable to a static agent using remote queries will be an important research question. Some of the other issues we expect in developing our approach include: definition of the language for user specification of query instructions to be carried by the mobile agent; agent strategies for interpreting instructions; possible rolls for agent learning; agent strategies for choosing which node to visit next.
